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Abstract

Loss tomography, as a key component of network tomography, aims to obtain the loss rate of each link in a network by end-to-end
measurements. If knowing the loss model of a link, we, in fact, deal with a parametric estimate problem with incomplete data. Maximum
likelihood estimates are often used in this situation to identify the unknown parameters in the loss model. Almost all methods proposed so far
rely on the iterative approximation to identify the parameters that requires a long execution time. In addition, the parameters identified by
those methods may not be the true values of those parameters since the iterative procedure may trap into a local maximum. In this paper, we
propose an estimate that is based on the correlation between a link and its sibling brothers to identify the loss rate of the link. The proposed
method, instead of using an iterative approach to approximate the maximum, employs a bottom-up approach to identify the loss rates of the
links of a network. Comparing to the previous methods, the proposed method is simple and fast because it is an analytical solution.

© 2004 Published by Elsevier B.V.

Keywords: Network tomography; Loss tomography

1. Introduction

Network characteristics, such as loss rate, average delay,
available bandwidth, are important to network design and
performance evaluation. Due to the distributed management
of the Internet, an organization can only access its local
information. To obtain the characteristics between networks
require collaborations between organizations. However,
commercial interests prohibit ISPs to exchange this type of
information with their competitors. Network tomography
tends to develop methods to obtain the characteristics by
end-to-end measurements since those characteristics can
help us to identify network problems and find solutions for
future networks.

As similar techniques used in medical science, mine
exploration, object detection, such as computed tomography
and radar, network tomography relies on a trigger-response
scheme to discover network characteristics. It sends probe
packets (called probes later) from a node or a number of

* Corresponding author. Tel.: +6126 2688171; fax: +6126 2688151.
E-mail addresses: weiping@cs.adfa.edu.au (W. Zhu), zgeng@math.
pku.edu.cn (Z. Geng).

0140-3664/$ - see front matter © 2004 Published by Elsevier B.V.
doi:10.1016/j.comcom.2004.08.014

nodes to an interested network with ongoing traffic, the
probes head to a number of destinated receivers, via the
network. When probes arrive at the receivers, they carry
the information about the network, which can only be
extracted by specific statistical methods.

To determine the characteristics from observations, a
probability model is normally selected to describe the
corresponding characteristics of a link with some or all
parameters undetermined. Network tomography in this
circumstance investigates the methods and methodologies
to identify those parameters from correlation observed from
arrived probes. Two methods are used to send probes to
receivers, i.e. multicast and unicast. The multicast approach
is more scalable than the unicast one since it avoids the
repeated transmission of the same packet on the same link.
Due to this, we in this paper only consider the multicast
situation, although it can be easily extended to the unicast
situation.

A number of methods, including Expection and Max-
imization algorithm (EM) and Bayesian estimation [1], have
been proposed to determine those parameters. All those
methods either use the iterative approximating approach to
estimate the characteristics or are involved in solving a set
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of high order polynomials [2,3]. No matter which method is
used, the time spent on the estimation increases sharply
as the size of the network being estimated, which may
restrict the technique to be used in real-time situation. To
overcome the problem, we need to search for other
alternatives to speed up the process [3]. In this paper, we
propose a bottom-up approach to estimate loss rates, which
depends on the correlation observed between receivers to
identify parameters. In contrast to other methods that aim to
identify all parameters together, the proposed method takes
a step-by-step approach to obtain the parameters one at a
time from bottom-up. It starts from leaf links since the loss
rate of a leaf link can be estimated directly from
observations. Once the loss rates of leaf links are
determined, the proposed method moves one level up
along the multicast tree to estimate the loss rates of those
links that connect to leaf links, the same principle is
repeatedly applied at each level until it reaches the source.
At each level, the proposed method relies on the observed
differences between the receivers connected to a link and the
receivers connected to the sibling brothers of the link to
estimate the loss rate of the link. The proposed method only
needs simple arithmetic calculation to determine loss rates,
therefore, it is an analytical solution. As the method
proposed in Ref. [4], the method proposed in this paper is
a pseudo maximum likelihood estimator (PMLE), not an
MLE, the results identified by this method is only a slightly
smaller than that of an MLE in theory. In practice, the
difference between them is negligible and it is consistent.
Our simulation presented later in this paper shows the
proposed method obtains identical results as the MLE.

The rest of the paper is organized as follows. In Section
2, we present the related work. We then introduce loss
tomography and the principle used in statistical inference in
Section 3. In Section 4, we detail the bottom-up approach
presented in this paper with some examples. Section 5
presents the results of the inference algorithm based on the
data collected from a simulation platform built on ns—2 [5].
Section 6 is devoted to concluding remark, it also contain
our current and future work in line of measuring network
performance.

2. Related work

Network tomography has a number of components for
loss, delay, and bandwidth, respectively. Each component
has its unique name to distinguish itself from others. Loss
tomography, as named, aims to find loss rates of links. It
depends on sending probes to the receivers attached to the
end-nodes and apply the correlation observed by the
receivers to identify the loss rates of those links that form
a multicast tree [2,3,6-9]. Two methods are widely used to
create correlated observations, i.e. multicast probes or
unicast robes. A multicast-based method, as named, multi-
casts probes from a source to all receivers along a multicast
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tree that covers the interested network on a specific basis,
e.g. periodically or exponentially. The observations of the
receivers that share the same parent or ancestor have strong
correlation because of the intrinsic nature of multicast,
which creates the foundation to determine the parameters of
related links. On the other hand, the unicast-based approach
targets those networks that do not support multicasting.
To have correlated observations, the unicast approach uses
various techniques to group a number of probes sent to
different receivers together. For instance, one of the
techniques called packet-pair has been used for loss
tomography, that sends two packets, one after the other
separated by a small amount of time, ¢, from a source to two
receivers that share a part of their paths from the source. If ¢
is small enough, there is a very low probability that a traffic
surge could interrupt the packet pair. Thus, the two packets
are expected to have similar experience on the shared paths.
The difference observed by the receivers is most likely due
to the different loss characteristics on the paths that are not
shared by the two receivers. Then, similar inference
techniques as those used in multicast-based methods are
applied to identify loss rates on the shared path and not
shared paths.

Statistical inference views each probe sent to receivers as
a trial and what receivers observed from a trial as a sample.
Since observations are only carried out at receivers, the
samples collected from trials are incomplete with regards to
the internal nodes. Statistical inference aims to uncover the
loss rates of all links, including those that cannot be
observed directly. So far, the methods proposed to discover
the loss rates can be divided into two classes: classic
statistics and Bayesian statistics, each class has its
advantages and disadvantages in statistics.

Caceres et al. are the pioneer to use the multicast-based
approach to create correlation and subsequently find loss
rates [2,10,11]. They assumed a Bernoulli loss model for a
link, and derived a high order polynomial to describe the
relation between a node and its children. By solving the
polynomial, which normally requires an iterative procedure,
the loss rates embedded in the polynomial can be identified.
Both simulation and experiment studies on the Mbone show
the feasibility and potential of this approach. The group also
attempted to use multiple sources to cover a more general
network [12]. This time, instead of the polynomial method,
they used the EM and minimum variance weighted average
(MVWA) to infer the loss rates. In the study, they assumed
an i.i.d Bernoulli loss model for all links, and found all time
the EM algorithm finds a solution, which is better than what
MVWA did. Further, they found almost all time the EM
converged at the global maximums, instead of local ones
although that are possible as admitted [12].

Harfoush et al. [13] and Coates et al. [14] independently
proposed the use of the unicast-based approach to discover
link-level characteristics. Their simulations confirm the
feasibility of this method. Coates and Nowak also suggested
to use EM algorithm to estimate the correlation between
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packet pairs for loss rates. Recently, Liang and Yu propose a
PMLE to speed up the estimation process, in which they pair
the observations of any two receivers together to form a
paired likelihood, and then maximize all paired likelihood,
instead of maximizing all possible joint probability [4].
Although this method significantly reduce the time spent on
estimation, it is still based on the iterative procedure to
search for a solution in a multi-dimensional space: Guo and
Wang [15] proposed a number of Markov Chain Monte
Carlo MCMC) algorithms to estimate loss and delay
characteristics. Apart from loss characteristics, link delay is
also attracted considerable attention. Shih and Hero [16]
suggested a penalized maximum likelihood EM algorithm
to identify the delay density functions. A common feature of
those approaches is that they all use the iterative
approximating approach to find a feasible solution, and
the computation time increases exponentially as the number
of hidden nodes/links, which makes those methods
unscalablea.

Apart from estimation methods, there are different views
with regard to the model used to describe the characteristics
of a link. Some researchers prefer to have complicated
models that consider both temporal and spatial correlation
since study shows some characteristics are temporal related
[17]; while other researchers prefer to have simple ones. For
instance, Coates et al. [3] believe Bernoulli model is good
enough to describe link losses for network tomography, and
they believe unless a high accuracy is absolutely necessary,
one should try to use the model that is as simple as possible
since simple assumptions about spatial and temporal
independence often devise practical and scalable inference
algorithm.

3. Loss inference

The multicast tree used to send probes to receivers can be
abstracted by a three-element tuple (V, E, ®). The first two
elements represent the nodes and links that have the same
definitions as that in graph theory, i.e. V={V,,V,,...,V, }isa
set of nodes, which correspond to routers and switches in a
network, E={E,,...,E,,} is a set of links that connect the
elements of V to form a network. While, ® ={6,,...,0,,} is
an m-element vector, each for a link that is the parameters to
be determined by statistical inference. For instance, if
assuming the losses occurred on a link are independent, the
Bernoulli model is adopted and ® denotes the loss rates of
links directly. If a Gaussian model is used, ® denotes both
means and variances.

When a probe is multicasted from the source to its
receivers, the probe must first reach the root of the multicast
tree before it is delivered to the receivers. Taking the extra
leg into account, a multicast tree is a bit different from a
regular tree at its root that has only a single child. However,
as a regular tree, a multicast tree can be defined recursively,
i.e. each sub-multicast tree has a root that has only one child

Fig. 1. Network structure.

that connects a normal tree. As a regular tree, we assign a
unique number to each link, starting from 1, and a unique
number to each node, starting from 0, the two sets of
numbers map each other in the same way as a normal tree,
e.g. link 1 connects node I’s parent (node 0) to node 1, link 2
connects node 2’s parent to node 2, and so on. Fig. 1 shows
an example, apart from node O that is the root of the
multicast tree, every node has one input link that has the
same number as the node.

When a probe is sent to a multicast tree, each node in the
multicast tree has only two possible outcomes: observed or
missed. Let 1 denote the observed outcome, and 0 denote
the other. In addition, let X denote a node and its state, F\
denotes the parent of X (if X has). The model used to
describe the loss rates of the link connecting F, to X is a
conditional probability, P(X|F,). Obviously, we have
P(X=0|F,=0)=1. However, what we are interested is

P(X =0|F, = 1)

the loss rate of link X. Statistical inference is used here to
estimate the loss rate from observations, in particular for
those links that cannot be observed directly. Each
observation collected by receivers corresponds to a set of
joint probabilities that lead to the observation. For instance,
with Bernoulli loss model and a multicast tree as shown in
Fig. 2, when an observation r=(X, =0, X3=1) is collected,
we have the joint probability as follows:

P(r;0) = (1 —0,)05(1 — 65).

If an observation r= (X, =0, X3 =0) is obtained, the joint
probability turns to the following form:

P(r;0) =0, + (1 —6))0,065

where the first term on the right hand side (RHS) represents
the loss occurred on link 1 since P(X,=0|X;=0)=1 and
P(X5;=0|X,=0)=1, the second term of the RHS represents
the probe passed link 1, but lost by links 2 and 3
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X5 : X3

O

Fig. 2. A simple multicast tree.

simultaneously that leads X,=0 and X3=0. The latter
example shows an observation can have a number of joint
probabilities that can all lead to the same observation. In
general, given the loss model and the multicast tree
structure, one is able to construct joint probabilities from
observations as shown in the above example. With a large
number of observations, statistical inference aims to identify
the unknown parameters embedded in the joint probabil-
ities. In this circumstance, loss tomography actually is a
parametric estimation with incomplete data in statistics. If
the maximum likelihood estimate (MLE) is applied to
determine the parameters, it can be written in a log-
likelihood format

arg max L(®) = arg max Z n(r)log P(r; ©) (D
)

reQg

where n(r) is a function that counts the number of
occurrences of observation r in the trials. Formula (1)
shows the problem in fact is an optimization problem, and
there are a number of methods, e.g. neural net, Monte-Carlo,
EM, that can used to find a solution for (1). If there are n
parameters to be identified, the above methods use iterative
approximating procedures to search for the maximum point
in the n-dimensional space until it is converged. As
previously stated, the search can take a long time to
converge, and may converge at a local maximum, instead of
the global one.

4. Bottom-up approach

What we are concerned here is whether there are other
alternatives to conduct the estimation, which are simple,
efficient and accurate, in particular if we want to use it for
network controls

If assuming the losses occurred on two serially connected
links are independent, i.e. spatial independent, and identical
distributed (i.i.d), when the multicast approach is used to
create correlation among receivers, we can have a simple
and efficient approach to estimate the loss rates of a network
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that considers the unique nature of this problem and takes a
bottom-up approach to conduct its estimation. For the
bottom approach, the loss rates of all leaf links can be
estimated directly from observations. Once, the loss rates of
all leaf links have been identified, the proposed method
moves one level up to estimate the loss rates of the links that
are parents of the leaf links. In this level, each link plus the
subtree connected to the link is regarded as a virtual link,
then the loss rate of the virtual link can be estimated as a leaf
link. By knowing the loss rates of leaf links, we are able to
obtain the loss rate of the parent link from the loss rate of the
virtual link. This process is continued until it reaches the
source. The following three subsections are used to detail
the proposed algorithm for leaf links, internal links and top
link, respectively.

4.1. Leaf link

The proposed method starts to estimate the loss rates of
those leaf links that have all their sibling brothers’
observations available Let X be the link connecting node
X, and let B, denote the sibling brothers of link X, which is a
binary set recording the observations of those receivers
attached to those brothers. Each element in the set
represents the observation of a receiver for a probe, 1
means the receiver observed the probe, 0 means otherwise.
Let Sp_represent the observation of the sibling brothers of X,
which is defined as

S I, 3i,i€B, i=1 o
o, Vii€B,i=0

Formula (2) shows if at least one of the elements in B, is
1, Sp =1, that also implies the parent of X observed the
probe. Since Sp,_ is independent from X, the loss rate of link
X can be derived:

PX =0|F, =1)=P(X =0|F, = 1,55 =1)
=PX =0[S =1) 3)

Recall that n(y) is a count function that records the
number of y appeared in the trials. We can use n(-) to
estimate P(X =0[Sz = 1)
> X =08 =1)

ZB, ”(SBA =1)

Note that n(Sz =1)=nX=0,53 =1)+nX=1,
S, =1). For example, to estimate the loss rate of link 4
of Fig. 1, we have

PX, =0|X, =1)

PX = OlSBX =1)= “)

_ }’l(X4 = O,X5 = 1)
X, =0,Xs=1)+nX,=1,Xs = 1)

which is identical to the formula derived by Caceres et al.
from a high order polynomial [2,10].
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When the loss rates of all leaf links are obtained by the
above method, the dimensions of the solution space are
halved. We then can either use the traditional EM algorithm
to search for the parameters of the other links or move one
level up as we propose in the follows.

4.2. Internal link

For an internal link, X, once the loss rates of all its
children, which can be a set of leaf links, or a set of subtrees,
or a combination of the previous two, have been estimated,
the loss rate of the subtree rooted at node X can be estimated
by summing of the products of the loss rates of those links
that form the cuts of the subtree. A cut of a subtree is a group
of links that can separate the subtree horizontally into two
parts. For instance, for the subtree rooted at node 1 of Fig. 1,
there are four cuts, which are

link 2 and link 3;

link 3, link 4 and link 5;

link 2, link 6 and link 7; and
link 4, link 5, link 6 and link 7;

il e

since each of them can horizontally cut the subtree into
two pieces.

To identify all cuts of a multi-level subtree is a tedious
task. However, given the cuts of all subtrees connected to a
tree, one is able to identify all the cuts of the tree, which are
the combination of those links that connect the tree to its
subtrees and the cuts identified from those subtrees. In the
above example, there are four cuts, the first one consists of
the links that connect to the two subtrees rooted at node 2
and 3, respectively; for the other three cuts, one consists of
link 3 and the cut of the subtree rooted at node 2, one
consists of link 2 and the cut of the subtree rooted at node 3,
the last consists of the cuts of the subtrees rooted at node 2
and 3. The purpose of identifying the cuts of a subtree is to
obtain the loss rate of the subtree. To avoid repeatedly
calculating the loss rates of the same subtrees, a general
formula is developed that takes into account of the recursive
nature of cuts. Let C, denote the set of links that connect
node X to its children, let £;(0) denote the loss rate of link i
and let fi(1) be the loss rate of the subtree rooted at node i.
Then, the loss rate of the subtree rooted at node X is equal to
the sum of the follows:

o the product of the loss rates of those links that connect X
to its children, [ [;ec fi(0);

o the sum of the products obtained from the combination of
the loss rates of some links connecting X to its subtrees,
denoted by SC,, and the loss rates of those subtrees in
C\SC,, where SC, can be empty.

If there are n subtrees connected to node X, there are
1+ >, C,=2" terms in the formula. Let g, represent

the loss rate of a subtree rooted at node X, then we have

1 1
g =YY fuli)finlia) -+ fiulin) )

ii=0 i,=0

where s1 to sn denote the n subtrees connected to X. f,(+) is
determined by the following rules:

e For a leaf link, X, after its loss rate is estimated, we set
f:(0)= ﬁ(X = 0|Pa,=1) and f(1)=0 since a leaf link
does not connect to any subtree.

e For a non-leaf link, Y, after estimating P(Y=0|Fy=1),
we setf,(0) = P(Y = 0|Fy = 1) that is the loss probability
of link y and f,(1) = g,[1 —£;(0)] that is the product of the
pass rate of link Y and the loss rate of the subtree rooted
at node Y.

When the loss rates of all links on this level have been
estimated, the proposed method moves one level up to
estimate the loss rates of those links in that level. The
process is continued until all links have been estimated. For
example, the loss rate of the subtree rooted at node 1 of
Fig. 1 can be estimated by

&1 = £050) +H(1A0) + A0 +AHMAD).  (6)

The four terms on the RHS correspond to the four cuts
previously listed.

The bottom-up approach ensures when it is estimating
the loss rate of an internal link, X, the loss rates of all the
links in the subtree rooted at X are available. Then, link X
plus the subtree rooted at it can be regarded as a virtual link,
denoted as V,, and the loss rate of the virtual link can be
estimated from observations. From the viewpoint of F,, the
parent of X, V, is strongly related to By, the sibling brothers
of V.. The view of V, for a probe sent to it is defined in a
similar manner as Eq. (2)

Sy =

X

(7

I, 3i,i€RX),i=1
0, Vi,i€RX),i=0

where R(X) denotes those receivers attached to the subtree
rooted at node X. Applying (4) here, we have

ZBVX n(SVX = 0, SBVX +* 0)
>, n(Sp, #0)

PV, =0F, =1)= (®)

Since
P(V,=0F,=1) =g, +(1—g)PX =0|F, = 1)

where g, is the loss rate of the subtree rooted at node X.
Then, we have

PX=0F, =1 = ; [P(V, =0lF,=1)—g] ()

-£1

If 1 —g,=0, there is no definition for the above formula
because the loss rate of the subtree is 1. That means the
receivers attached to the subtree have not observed a single
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probe. To avoid this, before estimating the loss rates of a
network after a series of trials, we need to have a pre-
processing to eliminate those links whose loss rates cannot be
estimated from the observations. We first delete all the leaf

4.3.2. Second level

Once the loss rates of all leaf links have been obtained,
we can estimate the loss rates of links 2 and 3. Using Eq. (9),
we have the estimate of the loss rate of link 2, which is

P(V,=01X, =1)—g, P(Xy=0AXs=0Xs =1VX; =1)—P(X; =0X, = )P(X5 = 0|X, = 1)

PX, =01X; =1)= I—¢
2

links that have not received any probes since their loss rates
are inestimable. In other words, the loss rate of such a link can
be regarded as one. If all leaf links connected to the same
parent node are deleted, the link connecting the grand-parent
to the parent node is also deleted since there is no observation
that can assist us to estimate the loss rate of the link. In
addition, if an internal node X has only one child C, we delete
the node X and connect the parent of X, F', to C directly since
P(C=0|X=1) and P(X=0|F,=1) are not identifiable. The
pre-processing aims to eliminate those subtrees, including
leaf links that have not observed any probes sent to them. The
loss rates of those links or subtrees can be regarded as one, but
cannot be estimated by Eq. (9). This also ensures the above
formulae are properly defined. For example, if receiver four
of Fig. 1 misses all probes, the loss rate of link 5, 65 =
P(X5=0|X,=1)= P(X5s=0|X;=1) is undefined. In the
pre-processing, we replace the subtree rooted at node 2 by a
new node, called X,s, and its observation is equal to the
observation received by Xs. Then, P(X,5=0|X;=1) can be
estimated, but remember P(X,s = 0|X; = 1) # P(X, = 0|X,
=1) and P(X,5=0|X; =1) # P(X5 = 0|X, = 1). The RHSs
are inestimable in this situation.

4.3. An example

We use Fig. 1 as an example to demonstrate how the
proposed method identifies the loss rates of the links
embedded in the network. Since the multicast tree has three
levels, the proposed method takes three steps to complete
the task.

4.3.1. Leaf links

There are four receivers attached to the multicast tree, the
loss rates of the four leaf links, 6,4, 65, f¢, and 6,, can be
obtained directly from observation by Eq. (3), which are

06 = P(Xe = 0IX; = 1) = P(Xs = 0|X; = 1)

The above estimations can be carried out in parallel.
Before moving to the second level, f4(+), f5(+), fs(+), and
f4(+) are set accordingly.

1—PX,=0|X, =1)PXs =0|X, =1)
(12)
Since the terms of RHS are either known or observable,

the LHS is estimable. Similarly, 65 can be estimated by the
following

03 = P(X; = 01X, = 1)

_PXg=0,X;=0|X,VXs =1) — g3
1 —g3

where g3 = f5(0)f;(0) = P(Xs = 0|1X; = )P(X; =0|X5 = 1).
To prove (13), we use Dawid’s notation [18].

13)

Proof. Since (X4,X5) 1L (X4,X7), i.e. given X, the observation
of X, and Xs is independent to that of X¢ and X,, and
(X4VXs=1) implies X; =1, we have

P(X6 = 0,X7 = 0|X1 = 1)

=P(Xe =0,X; =01X; = 1,(X; VX5 = 1))

=PXe =0,X; =0[X, VX, =1) (14)

In addition

P(Xs = 0,X; = 01X, =1) = P(X; = 0|X, = 1)
+P(X; = 11X, = DP(Xs = 01X; = DP(X; = 0|X; = 1)
(15)

Using (10) and (11) to replace P(X¢=0|X3=1) and
P(X;=0|X3=1) from the above two equations, we obtain

(13). O

After setting f5(-) and f5(-), we move to the top level.

4.3.3. Top level

P(V; =0[Xy=1) —g

1 —g
where
g1 = [0)300) + L(1)f3(0) +£(0)3(1) + (151 (17)
Note that P(Xy=1)=1, thus, we can estimate 6,
Proof. Since
=PX, = 01X, = 1) + P(X; = 1|X, = 1)g,
=PX, =01Xo =1+ —PX, =0IX, =1)g; (18)

solving the equation, we have (16). [
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4.4. Discussion

There are two issues that need to be clarified for the
proposed method: one is whether the virtual link concept
used above can be applied to a number of serial connected
links, instead of a subtree; the other is whether the method
is an MLE, if not, what is the difference between these
two.

To illustrate the concept used in the bottom-up
method, two diagrams are presented in Fig. 3, in which
the triangle shape connected to node X denotes the
subtree rooted at the node. Given the observations of B,
and the loss rate of the subtree rooted at node X, the loss
rate of link X can be estimated by using formula (13), in
which link X plus the subtree is regarded as a virtual link,
as shown in Fig. 3(a), called subtree approach. Alter-
natively, a path connecting X to a receiver, consisting of a
number serially connected links, can be regarded as a
virtual link, as shown in Fig. 3(b), called serial link
approach. Then, based on the correlation between the
newly defined virtual link and the observation of B,, we
can also estimate the loss rate of link X. For instance, to
estimate the loss rate of link 2 of Fig. 1 links 2 and 4 can
be considered as a virtual link, then the loss rate of the
virtual link is equal to

P(Xy =0|X; =1) = P(X, =0|X; = 1)
+ (1 —PX, =0lX, = 1DPX, =0X, =1)

Considering the correlation between the virtual link
and B,, i.e. X4 and X;, we have

PX,=0X, =1)=PX; =0[Xsg =1VX; =1)
Solving the above two equations, we have
0, = P(X, = 0IX, = 1)

P =0lXe =1V X, = 1) — P(Xy = 0lXs = 1)
1 —PX, =0IXs =1

@ (b)
Fig. 3. Two different approaches.

Similarly, we have

03 = P(X; =0X; = 1)

where

X, =0AXs =1VX; =1))
B nXe=1VX; =1)

The terms of the RHS can be determined by
observations, where the items occurred in n(-), such as
X, in the numerator, have the required values; while the
others can take any possible values. For instance, n(Xg=
1, X;=1) for the multicast tree shown in Fig. 1 sums all
four type of observations up, i.e. (X;=0, Xs=0, Xs=
1, X7= 1), (X4=0, X5= 1, X6= 1, X7= l), (X4= 1, X5
:O, X6: 1, X7: 1) and <X4: 1, XSZ l, X6: 1, X7: 1)
Therefore, we have 6, and 65;. Comparing the two
approaches, the serial link approach is simpler, but it is
less accurate than the subtree approach since the pass rate
of subtree X is higher than that of any path connecting X
to a receiver.

The proposed method is a PMLE, not an MLE, because
when it estimates the loss rate of link X, it ignores the impact
of those probes that arrive at node F, but do not receive by
any receivers attached to the subtree rooted at F, including
those receivers attached to the subtree rooted at node X and
those in B,. This type of losses can be divided into two
groups: one is for those probes that pass link X but lost by
the subtree attached to it; the other for the rest, i.e. those are
lost at link X. The latter losses should be considered in the
estimation. However, the proposed method simply ignores
them because it cannot distinguish the latter from the
former. If still using Fig. 1 as an example, when we estimate
the loss rate of link 2, 6, the proposed method does not
consider the impact of those probes that arrive at node 1, but
lost by the subtree rooted at node 1. If adding this part to the
first term of the numerator of Eq. (9), it will become
an MLE. However, for an observation that can be created
either by a simultaneous loss involved by a number of links
or by a loss of the parent link of the previous links, the
latter’s probability is much higher than the former. That
explains why in our simulation study, the proposed method
achieves identical results as MLE. The advantage of the
bottom-up method lies on its efficiency and simplicity. The
proposed method can be easily extended to the highly
demanded distributed scheme, in which the receivers are
grouped according to the multicast tree and perform the
inference from bottom-up, i.e. those groups that do not share
the same parent can carry out their inference independently.
Once all groups that have the same parent complete their
inferences, they form a new group to estimate the loss rate
of the parent link.
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5. Simulation study

To demonstrate its effectiveness of the proposed method,
we conducted two round tests on a simulation environment
built on ns2 The first round has eight nodes connected by
seven links, named 1-7, into a tree structure, as shown in
Fig. 1. In the first round, link 1 had 3 Mbps of bandwidth,
2 ms of propagation delay; links 2 and 3 also had 3 Mbps of
bandwidth, but 10 ms of propagation delay; the other four
links had 1.5 Mbps of bandwidth and 10 ms propagation
delay. All nodes have a FIFO queue and except node 1 has a
queue with a limit of 20 packets, all other nodes can at most
queue 10 packets at a time. The droptail policy is employed
by all nodes to handle congestion, i.e. when a queue is full,
newly arrived packets were dropped. Probe packets, 40
bytes each, were periodically multicasted from the root to
the receivers attached to the leaf nodes. The background
traffic consists of:

1. two TCP streams with window size=50 and packet
size=1KB flow from node O to nodes 4 and 5,
respectively;

2. four exponential distributed on—off UDP streams;

e one burst stream with burst period=400 ms, idle
period =300 ms, bit_rate= 1000 k, and packet size =
200 B flows from node O to 4;

e one burst stream with burst period=300 ms, idle
period =300 ms, bit_rate=800 k, and packet size =
200 B flows from node O to 5;

e one burst stream with burst period=300 ms, idle
period =200 ms, bit_rate =400 k, and packet size =
500 B flows from node 1 to 6;

e one burst stream with burst period=200 ms, idle
period =200 ms, bit_rate=400 k, and packet size=
500 B flows from node 1 to 7.

3. one FTP stream flows from node O to 4 with window
size =060 and packet size =600; and

4. three FTP streams flow from node O to nodes 5, 6 and 7,
respectively, with window size=60, and packet
size =800;

where the burst periods and idle periods yield exponential
distribution, and the numbers provided above are the means
of the corresponding exponential distribution. Except 2. that
started at O s and suspended at 50 s, and resumed at 80 s, all
other streams started flow from 0 to 95 s.

What we were interested in this study is to find out the
packets loss rate at each link by end-to-end measurement.
0;, ie{1,...,7} in Fig. 1 represents the loss rate of link i.
A multicast agent is added on the root node (0) to multicast
probe packets on a regular basis to the four leaf nodes.
A sequence number is attached to each probe packet, then
based on the sequence number, a receiver can identify
whether a probe packets is lost, if so, its position in the
probe stream. During the experiments, we conducted an
inference every 5 s based on the data collected at the four
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Fig. 4. Loss rate on link 1 with probe interval =0.02 s.

receivers, the simulator uses the same interval to collect the
actual link-level data, packet sent and dropped, at every
node. We call the data collected by the simulator actual
result.

In the experiment, the inferred results on links 2, 3, 6 and
7 match the true results perfectly since these links were
lightly loaded. Figs. 4 and 5 shows the difference between
inferred result and true result on link 1 and 4, respectively.
Although there are some differences between the inferred
and actual results, the inferred results correctly show the
loss trend of the background traffic, in particular, when
stream 2 was suspended.

There are 16 nodes in the second round, the nodes are
connected into a binary tree as shown in Fig. 6, the
speed and delay used for a link is attached to the link.
Unlike to the first round, each node has a queue that can
hold 2000 packets, and random early detection (RED) is
used by each node to control congestion. Apart from this,
we set the loss rate for each link in this round that
assumes a hierarchical network structure: the top links
(links 1-3) are located in the core network that has the
lowest loss rate 1%; the links in the next level (links
4-7) are located in regional networks whose loss rates

actual -
bottom up —- i

loss rate
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o
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Fig. 5. Loss rate on link 4 with probe interval=0.02 s.
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Fig. 6. Network structure used in second round.

3M/10ms

are set to 2%; links 8—15 are located in local networks
with a loss rate of 3%. This setting provides a more
flexible environment to test the proposed method under
various conditions. In the first round, we can only test
and verify the method with losses created by congestion.
In the second, the two type of losses, one is created by
congestion (run out of buffer), the other is created by
corruption, can be tested. The background traffic added
in this round is more complex than the previous one,
which includes:

1. TCP sources that continuously send packets of size
1024 bytes, with a window size =50, are located at:
e node 0 that forwards packets to node 8;

e node O that forwards packets to node 9;
e node 2 that forwards packets to node 10;
e node 2 that forwards packets to node 11.

2. A TCP source at node 2 sends packets of size 600 B
with window size=60 to node 9.

3. A burst stream with burst period=400 ms, idle
period =300 ms, bit_rate=1000 k, and packet size=
200 B flows from node 0 to 8, which is stopped from 50
to 80 s

4. A burst stream with burst period=400 ms, idle
period=200 ms, bit_rate=1000k, and packet
size=200 B flows from node O to 9.

5. A burst stream with burst period=300 ms, idle
period =200 ms, bit_rate=400 k, and packet size=
500 B flows from node 1 to 10.

6. A burst stream with burst period=200 ms, idle
period =200 ms, bit_rate=400 k, and packet size=
500 B flows from node 1 to 11;

7. A burst stream with burst period=300 ms, idle
period =200 ms, bit_rate=400k, and packet size=
500 B flows from node 3 to 15.

8. A burst stream with burst period=300 ms, idle
period=200 ms, bit_rate=800 k, and packet size=
500 B flows from node 3 to 14.

9. A burst stream with burst period=300 ms, idle
period =100 ms, bit_rate=600 k, and packet size=
500 B flows from node 3 to 13.

10. A burst stream with burst period=300 ms, idle
period =200 ms, bit_rate=400 k, and packet size=
500 B flows from node 3 to 12.

11. A burst stream with burst period=400 ms, idle
period=300 ms, bit_rate=1000k, and packet
size=200 B flows from node 4 to 8.

12. A burst stream with burst period=500 ms, idle
period=300 ms, bit_rate=1000k, and packet
size=200 B flows from node 4 to 9.

The load added at the tree structure is unbalanced; the
left subtree has a heavy load and the right has a light one.
For an overloaded network, its losses are dominated by
congestion; while, the losses occurred in a light loaded
network are more likely due to corruption. Our purpose
here is to study the robustness of the proposed method in
balanced and unbalanced situations.

Apart from the background traffic, a multicast agent is
added at node 0, which periodically sends probes to
receivers. Two frequencies are used to send probes to
receivers in this round to test the consistency of the
proposed method: one sends 50 probes/s, the other sends
100 probes/s. A consistent method should reduce its
variation with the increase of samples. Therefore, the
result obtained from the higher frequency one should be
better than the other. We present the result of this round in
Figs. 7-10. There are 30 sub-figures consisting of 15 pairs
in these figures, one for a link. We pair the same link with
different probing frequencies together and put them side
by side, in which the left one is for 50 probes/s and the
right one is for 100 probes/s. The pairs start from link 1
and end at link 15 in a sequential order. Each figure shows
the actual loss occurred on a link against the estimated
loss for the link. For light loaded links, i.e. links 3, 6, 7,
and 12-15, the estimates fit to the actual loss and varies
around the losses we set up in the round. For the left
subtree, the estimates made by the proposed method fit to
the actual loss very well, which show the proposed
method can adapt to various conditions. Since different
flows exist in this round test, the probe flow based on
UDP may not suffer the same loss rate as those TCP
flows. Therefore, the estimate error may be due to either
the estimate error or probe loss rate differs from the loss
rate of the background traffic. For instance, there are
obvious difference between the estimate loss rate and the
actual one for links 1 and 2 (Fig. 7), despite the difference
is reduced as the increase of probing frequency. The flows
of the background traffic added on these two links are
dominated by TCP flows that have congestion control
capability, while the probe flow does not have the similar
capability. That partially explains why the estimate loss has a
quick up and down feature while the actual loss are relative
smooth.
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Fig. 7. Actual loss vs. estimate loss, links 1-4.
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Fig. 9. Actual loss vs. estimate loss, links 9-12.
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Fig. 10. Actual loss vs. estimate loss, links 13—15.

To show the consistency of the method, we present
four scatter plots of the actual loss vs. estimated loss for
links 8-11 in Fig. 11. As previous figures, we pair the
scatter plots according to links and the left one is for
the probing frequency of 50 probes/s. There are two
lines in each plot to show the accuracy of the estimate
results. Ideally, the estimate points should fall on the
line connecting the top right to bottom left. Practically,

a good estimate should have its estimate points closely
scattered along the line. In comparison between two
plots, a more accurate estimate should have a smaller
angle between the two lines than the less accurate one.
The plots on the right hand column obviously are more
focused than those on the left hand, which confirm that
the result obtained by wusing high frequency has
less variance than the other. In other wards, using
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Fig. 11. Scatter plots for links 8—11.
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the proposed method, the estimate result approaches to
actual loss with the increase of samples.

6. Conclusion

Network tomography depends on statistical inference
to identify network characteristics which cannot be
observed directly. MLE is one of the most popular
strategy used in inference. For a large network with
hundred of links, using iterative approximation to infer
the parameters of the links can take considerable
amount of time since the iterative approximation
needs to search for a feasible solution in a complex
solution space. Apart from that, the solution identified
by a method may not be the global maximum since it
may trap into a local optimum. To overcome the first
problem, we in this paper present a simple bottom-up
approach to estimate the loss rates of a network that in
principle applies the observed correlation between a link
and its sibling brother to identify the loss rate of the
link. More importantly, rather than identifying all
parameters together, the proposed method separates this
process into a number of steps, depending on the levels of
the multicast tree used to send probes and at each step it
estimates the parameters for one link only. The proposed
method starts from the bottom to determine the loss rates of
leaf links. It then moves one level up to repeat the same
operation until reaches the root. The advantage of this
approach relies on its simplicity, efficiency and consist-
ency. In fact, the proposed approach is an analytical
solution. Comparing with the MLE in simulations set up on
ns—?2, we find the proposed method achieves identical
results as the MLE. The form or shape of the multicast tree
used to send probes to receivers is another issue that
requires further study, which is related to the network
topology and identifiability that determines the number of
receivers and their locations.
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